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Department of Defense (DoD) programs often experi-
ence cost overruns and technical difficulties due to
reuse of legacy systems. With today’s fiscal climate of
resource-constrained DoD budgets, reuse of legacy
systems is frequently touted as the solution to cost,
efficiency, and time-to-delivery problems; however,
cost overruns and technical difficulties can significantly
diminish any perceived benefits. Through evaluation of
eight diverse DoD programs, this research shows that
the state of a legacy system’s documentation, availability
of subject matter expertise, and complexity/feasibility
of integration are key factors that must be analyzed.
Based on these three key factors, the authors propose
a framework to aid both the DoD and defense contrac-
tors in the evaluation of legacy systems for potential
efficient and effective reuse.
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Within the DoD, there is an increasing need to deliver products that
are both technologically cutting-edge and affordable. Currently, the DoD
budget is facing sequestration and planned reductions, cost overruns
of DoD acquisition programs over a 7-year period were approximately
$919 billion (Defense Business Board, 2010). At the same time, a survey
of all DoD programs shows that the DoD acquisition life cycle, which
begins at the identification of needs, goals, and objectives and completes
at the disposal of the system was on average 11 years (Tomczykowski,
2001). One potential solution to the issues of cost overruns and prolonged
acquisition timeframes is to reuse DoD legacy systems. While this may
seem like an ideal solution due to the legacy system being complete,
tested and even operational, reusing legacy systems can lead to unfore-
seen technical complications and financially prohibitive difficulties
when integrating with newer technologies. A prime example of this is
the potential to have a technological gap between the legacy system and
the newly created system. In this instance, additional cost is frequently
incurred when developing the solution for the systems to work in unison.

Interestingly, even the terms “reuse” and “legacy” have multiple defini-
tions depending on their source. In the software engineering domain, the
term reuse may imply that a software product was designed as a reusable
building block. For this study, it was imperative to derive a definition from
established sources that did not limit the study or exclude other forms of
reuse that are common within the DoD. Similarly, definitions of legacy
systems abound, and often the term is used to simply describe a system
that is considered old. However, within the DoD, the term legacy system
has a much more specific meaning. In the DoD context, alegacy system’s
age does not distinguish it as legacy, but merely denotes that the system
is one in which DoD has a substantial investment of both time and money
(Defense Acquisition University [DAU], 2009). To investigate this topic,
the authors used the following taxonomy of terms:

*  Reuse - the integration of an already developed part (e.g.,
engine), product (e.g., inventory database), or legacy system
(e.g., telemetry processing system) into another context or
component.

» Legacy System - “a system or application in which an orga-
nization has already invested considerable time and money”
(DAU, 2009).



Despite the challenges involved in the reuse of legacy systems, defense
contractors, whether required by contract or by design, are regularly
agreeingto do so as a cost and schedule mitigation strategy without either
the U.S. Government or the defense contractor fully analyzing what the
effect of reuse may actually be on the cost, schedule, risk, and perfor-
mance of the product life cycle (General Accounting Office [GAO], 1993).
In some cases, reuse of alegacy system provides an affordable and efficient
alternative to a newly developed system, as in the KC-135 Stratotanker.
In this case, the original fleet has been updated, retrofitted, and modified
over 12 times in thelast 50 years, each time saving the DoD the estimated
$40 billion cost of developing a new aircraft for a similar purpose (GAO,
2004; Clark, 2010). On the other hand, the Navy Marine Corps Intranet
(NMCT) contract was grossly underestimated by both the prime contrac-
tor and the U.S. Government, and as of 2007, the prime contractor had
lost $3 billion (Jordan, 2007). One of the many continuing struggles on
the NMCI program is the incorporation of tens of thousands of different
legacy software versions and applications into a common operating envi-
ronment (Jordan, 2007). Given the valuable lessons observed (and maybe
learned) from these and many other programs, what factors are critical
to consider before deciding to reuse a legacy system?

Reusing legacy systems can lead to unforeseen
technical complications and financially prohibitive

difficulties when integrating with newer technologies.

Research into the application of software reuse is plentiful, and gen-
erally falls into three common themes: theoretical work, cost impacts,
and software tools used to aid in the reuse process. In the area of theoret-
ical work, researchers have developed software legacy and reuse-based
acquisition life-cycle frameworks (Ahrens & Prywes, 1995), described
the causes of technological uncertainty (Fleming, 2001), discussed
implementing design reuse (Gil & Beckman, 2007), formalized reuse
processes (Redwine & Riddle, 1989), defined strategies for reuse (Frakes
& Terry, 1996), and created a better reuse design based on knowledge
management techniques (Hicks, Culley, Allen, & Mullineux, 2002). The
literature surrounding the cost and economic impacts of reuse include
works tying cost to software development (Wang, Valerdi, & Fortune,
2010), updating software cost models for current issues (Boehm et al.,
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2000), and evaluating the impacts of the cost of software reuse (Boehm,
1981; Gaffney & Durek, 1989). Perhaps the most expansive studies in
reuse are derived from the creation of software tools and applications.
Examinations in this area include work in evaluating reuse through a
total system approach (Kim & Stohr, 1998; Mili, Mili, & Mili, 1995; Isoda,
1995) and exploring reuse abstraction (Freeman, 1983).

Regardless of all of the theoretical work, tools, and cost models
available, one key area remains inadequately researched: how program
managers should determine whether or not they will efficiently and
effectively reuse hardware and software legacy systems based on cost,
schedule, risk, operations and maintenance (O&M), and performance. To
investigate this, an interpretive case study approach was used to evaluate
a group of DoD programs to accomplish three objectives:

« Identify the key factors decision makers need to consider
when determining whether or not to reuse legacy systems.

* Determine how often the key factors have an impact on
studied programs and what preventative measures could be
applied to diminish unsuccessful reuse of legacy systems.

* Create a framework of imperative questions and quantifi-
able answers that can improve the decision maker’s ability
to pinpoint which legacy system opportunities for reuse
stand the greatest chance of success.
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Identifying Key Factors in
Reusing Legacy Systems

Eight existing DoD programs spanning the areas of aircraft, infor-
mation technology, systems of systems, communications, satellites, and
facilities were used as a sample of DoD program domains where reuse
oflegacy systems exists. Programs were delineated by their capacity to
successfully reuse DoD legacy systems. For this study, successful reuse
was based on each program’s capacity to reuse alegacy system within the
projected cost, schedule, risk, and performance baselines. Data—includ-
ing GAO reports; program-specific lessons observed; and independent
third-party analyses that explored cost, schedule, risk, performance, and
O&M impacts—were used to determine the success or failure of legacy
system reuse. Additionally, data were analyzed to ascertain the funda-
mental reasons that cost, schedule, or risk increased on the program.

To substantiate the findings of this study, the collected data were
then validated by experts in the field of systems engineering who were
familiar with the programs selected. Data were also controlled for factors
that were outside the control of either the DoD or the defense contractors.
For example, six of the programs studied have acquisition life cycles of
10 years or more, and thus were more susceptible to volatility in their
budgets. Since budget fluctuations are often out of the control of both
the DoD as a whole and defense contractors in particular, any results
that were directly influenced by these types of external causes were not
included in the final analysis.

Upon initial review of the eight programs, three recurring factors
were found when programs were unsuccessful in reusing legacy systems:

¢ Substandard, inadequate, or nonexistent systems engineer-
ing documentation including: requirements, architectures,
statements of work, work breakdown structures, concept
of operations, test documentation, and standard operating
procedures.

¢ Insufficient subject matter expertise including: inadequate
identification of current users of the legacy system, little or
no accounting for training existing employees on the system,




and assuming experts within a specific field should be able
to operate the system simply because of the interrelation-
ship between the newer system and the older legacy system.

 Inadequate analysis of the cost, schedule, and risk of
integrating a legacy system including: incompatible tech-
nologies, inadequate security postures of the legacy systems
against the current security landscape, substandard pro-
cessing of data after integration, and creation of additional
systems or functions to connect the new pieces of the sys-
tem to the legacy system.

Conversely, for the programs that successfully reused legacy sys-
tems, these factors were either addressed early in the program life cycle
or accounted for in the reengineering work associated with the program.
To fully validate the dominance of these key factors, the eight programs
and their software and hardware projects were evaluated against the
following three hypotheses:

e Hypothesis 1: Decision makers overestimate the quantity
and quality of legacy system documentation available.

*  Hypothesis 2: Decision makers underestimate the criticality
oflegacy system subject matter expertise.

e Hypothesis 3: Decision makers underestimate the time,
cost, and feasibility of the integration phase.

Frequency of Factors

Ofthe eight programs analyzed, six of the programs overestimated
the quantity and quality of legacy system documentation (Figure 1).
When unsuccessful programs did have documentation, the quality of the
documentation did not meet the industry or military standard, and thus
required additional effort to meet these standards. Similarly, a different
set of six of the programs also overestimated the cost and time to deliv-
ery of integrating new technology with the applicable legacy systems,
while another set of five program decision makers underestimated the
criticality of legacy system subject matter expertise. Unsuccessful pro-
gram teams that did not understand the importance of subject matter
expertise often employed personnel who were experts in a specific field
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related to the legacy system, but who had never worked on that system
specifically. In this situation, all five of the program managers quickly
exhausted the budget and schedule resources allocated for training their
staffs, and even then fell short in the area of system knowledge.

FIGURE 1. FREQUENCY OF KEY FACTORS

Number of Programs that Number of Programs that Number of Programs that
Overestimate the Quality and Underestimate Subject Underestimate the Cost
Quantity of Documentation Matter Expertise of Integration

25.0%
37.5%

75.0% 62.5%
M 6 of 8 Programs B 6 of 8 Programs M 5 of 8 Programs
[ 2 of 8 Programs [ 2 of 8 Programs M 3 of 8 Programs

Quality and Quantity of Documentation

Data analysis shows that decision makers overestimate the quantity
and quality of on-hand legacy hardware and software system documen-
tation 72.7 percent of the time. In fact, three of the programs studied
had little to no requirements, architecture, statement of work, or work
breakdown structure artifacts for the legacy systems involved. Due to
ever-evolving military and industry standards for documentation within
the systems and software engineering fields, gaps often exist in quality
and quantity of requirements, operational concepts, and legacy archi-
tecture documentation, which must be understood prior to beginning
the program life cycle. These artifacts frequently must be redocumented
to current standards during the initial phase of the program to satisfy
contractual deliverables. If the level of redocumentation is not bid into
the contract, the unscoped efforts directly impact program planning,
resources, and performance. This leads to higher risk, additional costs
for either the DoD or defense contractor depending on the contract vehi-
cle type, and the possibility of schedule impacts, thus having a negative
impact on successful legacy system reuse.

This conclusion held true for 100 percent of programs that reused
legacy software systems, but it only held true for 50 percent of programs
that reused hardware components (Figure 2). Since the relative age of the
software engineering field is less than that of the hardware engineering
field, these results are not entirely surprising. The software engineering
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field is still maturing in the frameworks used to apply it, which includes
how systems are documented and to what degree. The initial results indi-
cate that while reviewing and obtaining documentation is a challenge
for the vast majority of programs regardless of the hardware or software
system being built, added diligence is warranted when reusing DoD
legacy systems. Based on these findings, the hypothesis that decision
makers overestimate the quality and quantity of legacy documentation
is supportable.

FIGURE 2. COMPARISON OF HARDWARE AND SOFTWARE

PROJECTS
100%

90%
80%
70%
60%
50% -
40% -
30%
20%
10% -
0% -

B Hardware

M Software

Hypothesis 1 Hypothesis 2 Hypothesis 3
Documentation Subject Matter Integration
Expertise

Subject Matter Expertise

The analysis illustrates that decision makers do in fact underesti-
mate the importance of having the correct subject matter expert at the
right time for the program 62.5 percent of the time on both software and
hardware projects. When proper subject matter experts are not engaged,
knowledge recovery becomes a critical endeavor in understanding the
legacy system. In particular, knowledge recovery activities included
legacy system training, additional documentation of system operating
procedures, and specialized use cases. During the planning phase, four of
the programs studied had unquantified knowledge recovery efforts. Data
show this added time to schedules and raised the cost of the program
while inexperienced employees were brought up to speed. Programs
on which underestimation of subject matter expertise occurred shared
the common problem of hiring experts in a field of study that includes
the legacy system, while assuming that the experts could immediately
begin working on that system. The field subject matter experts were often
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very knowledgeable, but did not have the specific knowledge that comes
from working directly on or with the legacy system, which increased the
learning curve and, subsequently, program cost and schedule. Similarly,
hiring additional manpower after these realities were established typi-
cally occurred too late to effectively mitigate their impacts.

When obtaining experts for hardware and software components,
a common problem is the complex and unique nature of the DoD appli-
cation of a given capability. The DoD regularly pushes the bounds of
common hardware and software tools by using commercial equipment
that is often designed for smaller and less intricate applications. In
these cases, expertise is imperative, as even the experts in the field are
challenged by the application of alegacy system. To lessen the effects of
inexperienced staff, the DoD and defense contractors should determine
the complexity of the legacy system and what, if any, legacy experts
should be employed on the program to ensure successful delivery.

Of the programs that reused legacy software systems, 80 percent
underestimated the importance of this factor, while this was only true
of 50 percent of hardware programs (Figure 2). This result emphasizes
the importance of subject matter expertise to both hardware and par-
ticularly software programs. Since legacy DoD software can be unique,
special attention should be paid to hiring staff with particular expertise
for the given legacy system. These results show that underestimation in
this area can significantly degrade the success of reuse.

Feasibility of Integration

Data show that decision makers on the programs in the analysis
underestimated the time and cost of integrating with legacy systems
72.7 percent of the time. For example, on one program in the study, the
original bid included an assumption that the outdated software code
could be converted and ported to new hardware to reduce the cost of
purchasing or developing completely new software. Despite careful
analysis and hiring subcontractors specializing in performing this
task, the integration failed. Further, the schedule was impacted, and the
subcontractor was still performing work to create a usable system at the
time the data were collected. With work still being performed on this
system, the benefit of reusing the legacy software cannot be calculated,
but it is likely that this rework activity will add to the schedule, cost,
and risk of the program. In the previous example and others like it, the
program risk profile will be increased, and the probability of impacts to




both cost and schedule is greater without active risk mitigation strate-
giesinplace (Bennett, 1995). As identified by Orrego and Mundy (2007),
thereislittle research into the level of risk impact when reusing systems.
Because of this, an opportunity exists for future research in this area to
further refine the decision-making process for reuse and develop risk
mitigation techniques that program managers can leverage to better
manage reuse-related technical risks.

Security implications must also be considered in any analysis of a
legacy system’s integration potential. The rapid pace of change in today’s
security environment will likely necessitate significant penetration
testing, security scanning, and hardening to identify vulnerabilities
and retrofit any legacy system to meet current DoD and industry stan-
dards. Additionally, the cost and risk of reusing hardware or software
in a classified environment can increase the complexity of integration.
Intensive systems engineering and security architecture analysis will
likely be required to ensure that classified data security is not put at risk
due to latent vulnerabilities that may be exposed when integrating with
alegacy system. As observed on one of the programs studied, underes-
timation of these efforts at the beginning of a project drives significant
unplanned investments later in legacy system reuse projects—even if
only to navigate the complex government processes required to pursue
waivers or deviations for any vulnerabilities that cannot be overcome
without prohibitively high additional costs (Jordan, 2007).

Legacy System Reuse Framework

Documentation, subject matter expertise, and feasibility of integra-
tion were all found to impact legacy reuse success individually, but they
were consistently found to overlap with compounding effects (Figure
3). On programs with little documentation, 87.5 percent of the programs
underestimated the criticality of obtaining the correct experts at the
proper time, and this directly impacted the time and cost required for
integration. An additional finding shows that there may be a relationship
between the age of alegacy system and the feasibility of its reuse due to a
confluence of the factors discussed here. Data show that programs that
reuse increasingly older legacy systems had not only larger documenta-
tion gaps, but also difficulty bridging the technological divide between
the new and old parts of the system. All five of the software programs
had documentation gaps, but of those systems, the two attempting to
use software systems older than 10 years had virtually no requirements,
architecture, or operational concept documentation to leverage. Given
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the clear impact that this has on subject matter expertise retention and
integration facilitation, this demonstrates that there may, in fact, be
a tipping point at which a legacy system’s age directly determines the
feasibility, or lack thereof, of reusing that system.

FIGURE 3. KEY FACTORS IN REUSE

Key Documentation Questions

« What types of documentation exist?

* How much documentation exists for each type?

« If documentation does not exist or is deemed
insufficient for current needs, what reengineering
efforts must be done to understand and document the
system moving forward?

Documentation

Key Subject Matter Expertise Key Feasibility of Integration

Questions Questions
* What experts are necessary? * Are there technological gaps
* Do experts have experience that exist?
working on or with the legacy Subject Matter Feasibility of ¥ How broad are the

system?

« If no experts exist, what and
how much training is required
for current team members?

technological gaps?

« If there are technological
gaps, is there a path forward
that can enable integration?

Expertise Integration

In these cases, by the time problems are identified, efforts must be
made to provide proof of why the legacy system is not suitable, thereby
adding yet more cost to the effort. At the point that a subsequent judg-
ment on suitability is rendered, pursuit of a more optimal solution may
no longer be an option. Due to the investment and development already
done on areuse-based system, creation of an optimal, new solution may
be outside of the acceptable cost for the final product. Interrelation of
these factors necessitates their consideration individually and collec-
tively to properly assess areas of compounding risk.

Within each of the key reuse factors shown in Figure 3, imperative
questions should be answered prior to the decision point of determining
whether to reuse a legacy system (Table). These questions were devel-
oped by isolating the problem areas identified from the research that
contributed to cost and schedule impacts on each program. Similarly,
programs that were successful were analyzed for mitigation strate-
gies applied. Based on this analysis, a question-based framework was
developed, and standard quantification methods were applied to each
area. Program decision makers employing this methodology will need
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TABLE. REUSE EVALUATION FRAMEWORK

Reuse Factors Key Questions for Analysis Quantification Method
Documentation + What types of documentation exist? < Cost - based on prior
o Operational Concept documentation or
- Use cases redocumentation efforts
o Requirements ¢ Schedule - based
o Architecture on prior basis of
- Functional Flow Diagrams estimates for length
- Activity Diagrams of documentation
- Block Definition Diagrams activities
o Work Breakdown Structure ¢ Risk - based on
o Design risk assessment
- Software Design Documents of documentation
- Hardware Design Documents availability
- Interface Control Documents
o Test

- System Acceptance Test
Plans/Results
- System Integration Test
Plans/Results
- Security Test and Evaluation
Plans/Results
o Security Analysis
- System Security Plan
o System Operations and
Maintenance Procedures
o Industry or Military Standards

*« How much documentation exists for
each type?

* If documentation does not exist or
is deemed insufficient for current
needs, what reengineering efforts
must be done to understand and
document the system moving
forward?

o What are the contract line item
deliverables?

o Are there documents that are
necessary, but not listed in the
contract line item deliverables?
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Reuse Factors Key Questions for Analysis

Quantification Method

Subject Matter

What experts are necessary to

e Cost - based on training

Expertise understand the legacy system? and personnel hours
o Are there experts within the DoD Schedule - based on
or within industry? training efforts and
o Will the contractor need transition period
assistance in locating experts if Risk - based on risk
they reside within the DoD? assessment of subject
¢ Do they have experience working on matter expertise
or with the legacy system? availability
¢ If no experts exist, what training and
how much training is required for
current team members?
o |s there a similar system where
experts may have overlapping
skills?
Feasibility of ¢ Are there technological gaps that Cost - if the legacy
Integration exist? technology can be

o Compatibility of legacy software
and/or hardware with the new
system

o Data transfers and protocol

o Performance requirements in the
new environment

o Platform differences

o Security standards and
accreditation

How broad are the technological

gaps?

o Would a technical solution be
more difficult to implement than
selecting nonlegacy hardware or
software?

If there are technological gaps,

is there a path forward that can

enable integration?

o |s there a common technical
solution, how often is it used, and
with what results?

integrated

Schedule - if the legacy
technology can be
integrated

Risk - based on

risk assessment of
technological gaps

and cost and schedule
flexibility
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to collect and apply their own program-specific data to feed the frame-
work. In turn, a determination on a legacy system’s candidacy for reuse
success may be more easily obtained. The framework can be used to
augment these and other traditional analysis methods, thereby allowing
decision makers to bring the frequently overlooked or underestimated
legacy system factors into the decision-making process.

Based on the answers to the questions outlined in the framework,
the decision maker can associate cost, schedule, and risk with any
redocumentation effort. These quantification methods should be based
on historical data collected and applied for analogous proposal activi-
ties. Similarly, cost, schedule, and risk can be associated with subject
matter expertise. Feasibility of integration can be linked with risk, cost,
and schedule; and if there are technological gaps that can be solved, the
program can associate cost and schedule impacts. If a technological
gap cannot be reasonably overcome, the program manager should not
reuse the legacy system and instead begin work to identify alternative
solutions. By utilizing these measurements, program managers can
make an informed and grounded estimation of the costs, schedule, risk,
performance, and O&M needed to successfully reuse the legacy system.

Conclusions

Reuse of DoD legacy systems is a tempting enterprise for both the
DoD and defense contractors, but the perceived value of reusing a legacy
system is often outweighed by the very real technical difficulties and
costs associated with doing so.

With improved upfront analysis, a smarter application of reuse can
play an important role in diminishing time to market and affordability
initiatives. However, early analysis is rarely done. Despite the fact that
two of the programs within this study were able to successfully reuse
legacy systems, the overall findings suggest that the decision to do so
is not being assessed properly on these programs, particularly since
no reuse analysis was performed prior to the decision to go forward.
In fact, all five of the program managers who reused software in this
study overestimated the quality and quantity of documentation needed
as well as the feasibility of integration; and 80 percent of the program
managers who reused software underestimated the criticality of legacy
system subject matter expertise. While legacy hardware reuse was more
successful, 50 percent of these programs also succumbed to improper
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estimation of the key factors outlined here. With so many unaccounted
activities, program managers—not surprisingly—will see overruns in
cost and schedule on programs where legacy system reuse is attempted.

Reuse of DoD legacy systems is a tempting

enterprise for both the DoD and defense contractors,
but the perceived value of reusing a legacy system
is often outweighed by the very real technical

difficulties and costs associated with doing so.

These findings underscore the necessity of utilizing a framework
to quantitatively evaluate legacy systems prior to the decision to reuse
them. Both the DoD and defense contractors can benefit from applica-
tion of this framework. Contractors can use it to justify the inclusion
of reuse in a proposed solution, or alternatively to justify higher initial
costs to perform ground-up development and avoid reuse altogether. The
DoD can additionally leverage this framework to perform an indepen-
dent analysis of contractor bids and ensure that reuse feasibility was
adequately evaluated by each contractor. All too frequently, proposals
including reuse in the solution space are enticing because of their lower
cost estimates and other perceived benefits, but when these benefits fail
to materialize, the damage is already done. Since no two programs are
alike, applying this framework in conjunction with developing a compre-
hensive risk profile and performing a cost-benefit analysis will provide
amore complete examination of reuse potential. A combination of these
techniques to perform such analyses could also be a valuable subject for
future research.

Of importance to note is that even if the cost of reusing a legacy
system is more than what was budgeted, reusing the legacy system may
still be a more efficient and effective alternative in terms of cost, sched-
ule, performance, and risk than building an entirely new system. In this
instance, the framework should be used to aid in better cost estimation
during the discovery and contracts phase of the acquisition life cycle.
The results of such rigor would benefit both the DoD and defense contrac-
tors alike. Unless an analysis is performed, the implications of reusing a
legacy system are entirely unknown.
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